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The increased presence of software-based features and systems inside the vehicle has led to a rise in the

number of experiences hosted on a smartphone. The most notable of these is the digital key, which sees the

user’s smartphone leveraged to unlock/lock and start the vehicle. Today, it is widely seen as a premium

feature – with select luxury OEMs offering it as standard and mass market automakers providing it as an

optional feature in premium packages or higher trim models.

In the future, however, digital key systems – especially those that utilize a smartphone – could become an

increasingly common user experience. Likewise, as they become more accessible through native vehicle

integrations, alongside new partnerships between OEMs and consumer electronics firms, digital keys could

replace current passive smart key systems and potentially replace the key fob altogether.

Updated bi-annually in .PPT and .XLS formats, the Digital Key Guide tracks the latest trends and offerings from

OEMs across three major regions. Similarly tracked are the features and pricing models of each system as well

as the technologies used to produce them. Through dedicated releases for the USA, Europe, and China, the

report understands how the fitment and maturity of digital keys can vary around the world.
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> Which models offer Digital 
Keys and by what 
technologies?

> What are the latest 
developments from the 
Digital Key ecosystem?

> What features and pricing 
models are being launched by 
OEMs?

> What are the main 
technologies being deployed 
to support Digital Key 
technologies?

Key questions answered
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Introduction

Introduction

Digital key is the electronic solution that communicates directly with the vehicle for unlock
and start commands.

One of the main advantages of digital key over conventional keys is the ability to share
keys over the network.

Digital Key has the potential to go further and become a central authentication point,
replace existing keys and add more features; personalization, privileges, advanced
courtesy, utilize the infrastructure for in-car payments and Electronic Toll Collection (ETC)
integration.

What are the key findings of the Digital Key Guide? 

• What is Digital Key, the types of systems and the state-of-the-art?

• What are the main technologies and standards and who is implementing them?

• What’s new in terms of announcements, trends and statistics

• Who is doing what? The main trends and statistics summarized from the associated 
Excel database. The database is a comprehensive list of systems available on the 
market, and a wide range of features, technologies and standards

Section Content 

Introduction
A high-level overview of what digital key is, the types of system 
and the state-of-the-art 

Executive Summary

Digital key standards, technologies (and who’s implementing 
them), the evolution of digital key, including some future 
predictions on what types of features may be available, what are 
the main challenges, and a snapshot of the current market 
landscape

What’s New?

Trends from today and over the last 1 year, by analysing and 
extracting trends from the database, included with this report.

Conclusion: Digital key is happening and it’s picking up pace. 
Some OEMs are introducing BLE+UWB systems that are 
compatible with iOS and Android phones, which is a significant 
progress

Summary Tables

Summation of the trends identified in the associated Excel 
spreadsheet database and a score given to each system. 

Conclusion: Genesis and BMW are the market leaders. The 
Genesis system is the only system that uses state-of-the-art 
technologies, standards and is both iOS and Android compatible

Go Deeper Can SBD help you with any unanswered questions?

RegionsExcel database

China Europe USA
(this report)
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Executive Summary

NFC is secure from remote attacks, but NFC is not as convenient because it doesn’t allow 
passive entry and start. 

One of the main advantages of using BLE over NFC is that it allows passive access and start, 
making it convenient. However, BLE alone cannot give accurate positioning, making it 
insecure against relay and MitM attacks.

When used in combination with BLE, UWB provides secure passive entry and start with 
accurate range control. UWB provides accurate positioning of the smartphone/device to the 
vehicle. Accurate positioning will allow the development of more features, functionality and 
possible use cases. 

Other 
distance 
bounding 

techniques

Lambda:4 developed a phase-based method of distance bounding with a standard Bluetooth 
chip (TI CC2652)

Back-up
As well as the digital key, OEMs need to consider back-up systems for the following 2 scenarios; 
when the phone battery depletes (NFC) and when there is a vehicle fault (Mechanical key).

Which technology is being implemented?

Technologies

Convenience →

S
e
c
u
ri
ty

 →

The main digital key technologies 

Digital Key →
Mechanical Key↓

NFC BLE BLE+NFC BLE+UWB+NFC

Mechanical key

Alternative to 
mechanical key
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Executive Summary

Do OEMs aim for standard
compliance or go it alone?

The main trade-offs are cost
Vs security and IOP.

Selecting a standard

Keeping the app awake so
the digital key can be used
without accessing the
phone is a challenge and is
out of the vehicle OEM’s
control.

App awake

Reliability is crucial to the
success of digital key.
However, even the latest
systems have issues.

Reliability

In the long-term, OEMs will
be considering replacing the
keyfob. In the short-term,
there is an additional upfront
cost in supplying vehicles
with both systems.

Replacing the keyfob

Main Challenges 

Main Challenges

It goes without saying that cost is a major challenge, however some of the main technical 
challenges that system developers should be asking are summarized below.
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What’s New

UNECE R116 
passed and to 
be enforced 
end of 2022

China’s 
T/TAF 
published 
Digital Car 
Key 
standard 

VVK 
standard is 
issued by 
RCAR

UNECE identified that 
R116 would need to be 
updated to allow the 
use of digital keys

CCC Announces 
Publication of 
the Digital Key 
Release 1.0 
Specification

Thatcham has 
released the 
MDaK standard 
May 2022

A timeline of digital key regulations

Regulations

2018 2019 2020 20212016 2022

China’s IFAA 
publishes a 
standard for

Digital Car Key 

CCC Launches 
its Digital Key 
Release 2.0 
Specification 
for NFC 
systems

CCC launches 
Digital Key 
Release 3.0 
Specification 
for BLE + UWB 
systems

ICCOA 
established 
by Xiaomi, 
OPPO and 
Vivo

The ICCE
established 
by Huawei
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What’s New

Vehicle access trends

It is a must for OEMs to offer secure Passive Entry and Passive Start
(PEPS) to make digital key as attractive as conventional passive entry systems. 
Systems with UWB offer the most secure method of PEPS. BLE only systems 
offer the same level of convenience but are less secure. 

Vehicle access trends

Emergency access is a necessary consideration when designing a digital 
key system. Emergency access scenarios and corresponding statistics are 
summarized in the charts below. The majority of OEMs use mechanical key 
as the vehicle failure back-up. Only Tesla has eliminated the mechanical 
key. 

In the long term, OEMs may consider deleting the mechanical key for cost 
saving. However this will not be an easy step due to the rare cases 
highlighted above, where a fault with the vehicle occurs. 

Passive entry and start Vehicle Failure 

Hyundai is the first OEM to introduce a system that uses UWB and is 
compatible with iOS and Android devices. It is expected that other OEMs 
will follow by partnering with smartphone OEMs.

Systems that don’t have PEPS are NFC and/or BLE with remote entry 
(where the user presses a button in the app to unlock the vehicle).

Phone Battery Fail

Mechanical key

86%

Lever to 

Frunk

14%

Mechanical 

key 12%

NFC

63%

Pincode 25%PE 0%

PS 18%

PEPS 27%

None 18%

UWB 36%
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Summary Tables

Geely (Polestar)

Geely

System
Original key 
needed for 

pairing

Off-boarding 
feature

Prevents 
locking key 
inside the 

cabin

Range 
control

Standards 
compliance

Passive unlock 
/ start

Advanced 
features

Shared keys
Multiple key 

sharing 
channels

Phone battery 
low back up

Vehicle failure 
back up

IOP

Polestar Digital 
Key

- - - BLE - Approach
Approach 
courtesy 
lighting-

- App only Mech Key Mech Key
Android 
and iOS

Polestar 
Smartphone 

Key - - - - - - - - - - -
Android 
and iOS

• The Polestar 2 Digital Key uses 15 BLE antennae and the Apple 
Health motion sensor to control the BLE range. This is an innovative 
way to control the BLE range but would also be expensive 
considering the number of antennae

• There is currently a lack of information on the Polestar 3 Smartphone 
Key system, which will be available after the system goes on sale

User Experience

S
e
c
u
ri
ty

S
tr

o
n
g

Poor Average Strong

A
v
e
ra

g
e

W
e
a
k



Request the price

mailto:info@sbdautomotive.com?subject=Request%20for%20Quote%20for%20Digital%20Key%20Guide&body=Hello%2C%20%0A%0AI%20would%20like%20to%20request%20a%20quote%20for%20the%20Digital%20Key%20Guide%20report.%0A%0ARegards%2C%0A%0A.


14

14

Contact SBD Automotive

Contact Us

USA UK Germany India China Japan

Garren Carr
North America
garrencarr@sbdautomotive.com
+1 734 619 7969

SBD Japan Sales Team
Japan, South Korea & Australia
postbox@sbdautomotive.com
+81 52 253 6201

SBD China Sales Team
China
salesChina@sbdautomotive.com
+86 18516653761

Andrea Sroczynski
Germany, North & East Europe 
andreasroczynski@sbdautomotive.com
+49 211 9753153-1

Luigi Bisbiglia
UK, South & West Europe
luigibisbiglia@sbdautomotive.com
+44 1908 305102

Do you have any questions?

If you have any questions or feedback about this 
research report or SBD Automotive’s consulting services, 
you can email us at info@sbdautomotive.com or discuss 
with your local account manager below.

Book a meeting

info@sbdautomotive.com
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