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Digital Key Guide

The increased presence of software-based features and systems inside the vehicle has led to a rise in the
number of experiences hosted on a smartphone. The most notable of these is the digital key, which sees the
user’s smartphone leveraged to unlock/lock and start the vehicle. Today, it is widely seen as a premium
feature — with select luxury OEMs offering it as standard and mass market automakers providing it as an
optional feature in premium packages or higher trim models.

In the future, however, digital key systems — especially those that utilize a smartphone - could become an
increasingly common user experience. Likewise, as they become more accessible through native vehicle
integrations, alongside new partnerships between OEMs and consumer electronics firms, digital keys could
replace current passive smart key systems and potentially replace the key fob altogether.

Updated annually in .PPT and .XLS formats, the Digital Key Guide tracks the latest trends and offerings from
OEMs across three major regions. Similarly tracked are the features and pricing models of each system as well
as the technologies used to produce them. Through dedicated releases for the USA, Europe, and China, the
report understands how the fitment and maturity of digital keys can vary around the world.

FREQUENCY PUBLICATION FORMAT

ANNUALLY POWERPOINT EXCEL 85+
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Introduction

Digital key systems are not just seen as an attractive replacement for key fobs, but also
offer a method of sharing and revoking keys over the air. Since the introduction of
passive entry passive start (PEPS) systems, customers have grown used to convenient
ways to unlock and start the vehicle without having to operate the key fob. For the digital
key systems to be seen as a long-term option, OEMs must develop systems that offer
more features, be as easy and as simple to use as what they are replacing and be
secure.

The 712-Digital Key Guide details how this can happen, what technologies are currently
being used and the standard changes, best practice guidance and system
developments that will likely shape future system designs. Through these considerations,
this report identifies the major drivers and barriers for the FOUR key OEM motivations for
digital key space.
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What are the key findings of this report?

- How do the OEM-based digital key offerings fare against the aftermarket systems?

« What are the associated features/attributes of digital key technology being offered by
OEM groups/brands?

« Where are OEMs positioned in terms of features(NFC/BLE/UWB) and security of the
digital key feature?

Section

Bird Eye View

Executive
Summary

The Basics

What's New?

Market Analysis

Summary Tables

Ecosystem

Future Outlook

Next Steps

SBD

Content

An overview of the key findings from SBD’s view of what's important
on Digital Key, Consumer Experience landscape of mobility services
today and positive security culture within OEMs, suppliers

Digital key standards, technologies , the evolution of digital key,
future predictions on what types of features may be available, the
main challenges, and a snapshot of the current market landscape.

Overview of the digital regulations, standards and the different
technologies implemented by the OEMs

Focusing on the new partnerships completed by the OEMs, the latest
technology being used for developing Digital Keys and which OEMs
have introduced or launched them.

In-depth information on the trends and features of digital keys,
offered by the OEMs.

Summarizing the trends identified in the associated Excel
spreadsheet database and a score is given to each system.

Offering, acquisition and patent insights for key non-OEM
stakeholders

Four OEM personas are considered against drivers and barriers into
the future to understand when Digital Key benefits will be truly
realized

Can SBD help you with any unanswered questions?



' Introduction

We Listened and Invested In Our Report to Align to Your Goals

& You said...

“I sometimes struggle to relate conclusions from research reports
to the Outcomes and KPIs that we are working towards...”

“T would like to see what has recently changed within a forecast or
domain to help decide if any changes to strategy need to be made...”

“T want to know where we stand ‘head-to-head’ against
the competition on major industry trends:--.”

“T can find it difficult to take actionable next steps on Guides
without assessing the future direction of the industry...”

“It would be helpful to identify disruptive companies and start-

ups to keep an eye for partnerships in the future...”

“T would like the topics to be more ‘forward looking’ to help with
future planning and take advantage of enabling technologies.”

' We Did...

Added a Birds-Eye View chapter with a high-level
overview of all our Automotive app guide, Cyber
Security, Connected Services, and Cockpit reports.

Enhanced CROSS-REFERENCING with
considerations of our Cyber security principles and
insights from our Connected Services Forecast.

Introduced a FUTURE OUTLOOK chapter

with motivations such as operational

efficiency, and its drivers and barriers.
A More DATA-DRIVEN ANALYSIS through our
Summary Table analysis, and Executive
Summary.

Created a DIGITAL KEY OEM RANKING and an
ECOSYSTEM chapter with offering, acquisition and patent
insights for key non-OEM stakeholders.

SBD



New For 2024
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1. Birds-Eye View

Macro level summary of insights and So-What analysis to customers.

£22)

Hands-free driving tech needs major upgrades in digital cockpits/HMI

Hands-free Piloted Driving (PD) is the evolution of L2

hands-on PD and is becoming ever more apparent L2+

an new vehicles launching to market. Regional
legislation prevents its use in some countries;

however USA, China and parts of Europe allow for
thes technology to be fitted to production vehicles.

Major OFMs such as BMW, Mercedes-Benz, Ford
and GM have all opted to launch a hands-free
driving product with varying methods
implementation and CX. The brands that have or
planning to launch hands-free driving are al
upgrading their sensor suite ahead of the launch
(adding a in-cabin camera for driver monitoring
which is @ pre-requisite for hands-free driving)

p————]
achieving this.

o
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Important UX elements for hands-free driving

A PD system where required driver supervision levels often differ between
OEMs. Either a driver must always have their hands on the wheel ar maintain
constant gaze on the road shead

L3

A PD system where the driver can engage in ather tasks while the system is

active but must take back control immediately when requested by the system.
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OEMs are trying to keep control of in-car personalization

Stage 5 " How are automakers approaching in-

car personalization?

Currently, many OEMs are already offering personalized experiences
to some extent, although there are stil many gaps compared to
attngedge  digtal  expeniences.  Well-implemented

age 4 personalization can _differentiate in-car experiences from
digital services by combining automotive-specific use cases
()\ ) and high-use digital services that consumers are familiar with.
Personalization is
becoming a key

consideration in intelfigent
automotive UX. It is worth
nating that
personalization is not
necessarily about in-
vehicle experiences.
Personalization
opportunities are

re in the current
aulnrmllv-: business eco-
system, from the moment
the consumer first uses an
OEM’s online vehicle
configurator to mobility-
related experience even
when the owner is not

Personalized Vehicles

age 0 = dniving his/her car, The Personalized Vehicles
stag T B e e
ke loduy and analyzes the impacts it
panpek
eacn

actuation /
Data utilization
maturity
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2. Ranking & Ecosystems

Analysts view on OEM positioning within guides and rankings as part of generations of technology

alongside Assessment of key partners, enablers.

 GEEECTTIE
Automakers ranked by digital cockpit generations

o =

SBD Digital key

Genesis, Hyundai and Kia are
A St
the same score in the top of

the ladder. They all are having
CCC Digital Key Release 3.0

O Topmost ranked volume automaler

BLE+UWB and NFC. UWB offers the
greatest possible security.

awing to a most advanced technology of
Digital Key Plus for its vehicles such as

system. )

[
-

Highest among the Vehicle 1.0
AR oo
to Vehicle 2.0 by adding NFC

feature in their digital key

QoD

Audi can get Vehicle 2.0 by increasing user
experience by adding remote unlock (BLE).

Partnerships & Investments between companies in the digital key space

T— e
Dachen Chuangcheng.

Jinhong Weiye

Rockycore Technology Pioneer Investment

AUO Ventures.

Xintou Rongzhi

Junpeng Digital Energy

Tuohua Capital

Tata Elxsi

Alps Alpine

Apple MIN
INGEEK Continental
Irdeto Platform Science

Marquardt Doubleslash

Chart Visualization Source: Flourish

Car Connectivity Consortium

Digital key unlock Iong standing key Partnerships & Investments

The evolving role of
Investment companies:
Rockycore Technology and
INGEEK are the major
investments. Companies are
investing in Rockycore
Technology in order to take
advantage of the various
prospects available in the digital
key market.

Digital Key ecosystem is
inviting new players: The Car
Connectivity Consortium (CCC) is
creating a common standard for
digital keys. This reduces the
barrier to entry for new player.
This will improve the entire digital
key experience for drivers by
giving new entrants the chance
to provide new perspectives and
domain knowledge.




Example slides
from the report
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Executive Summary
Getting consumers to trust digital key

SBD )

Digital key needs to gain consumer

confidence in order to replace the key fob as |

the default vehicle key.

When the mega volume OEMs roll out digital key, consumers will start to
get accustomed to using it.

.. i y
- Systems must be reliable to gain consumer trust.

A

Having a back-up system will greatly improve consumer confidence.

Opportunities

In the long term, digital key could become the

default key allowing OEMs to save costs on key
fobs.

OEM with Digital key + Backup System
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Best Practices

The CCC is playing a vital role in winning
customers' trust by making systems a more

reliable, compatible and consistent user
experience. This know-how could also filter
through to OEM proprietary systems.
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IOS & Android Compatibility
Apple phones and Android phone are compatible with the digital key technology. In order to promote greater platform compatibility, industry alliances
))) such as the Car Connectivity Consortium (CCC) are striving to create uniform standards for digital keys.

Compatibility between iOS and Android devices is anticipated to increase as standardization efforts advance and automakers prioritize wider reach.

The digital automotive industry is dependent on iOS and
Android phones, which provide a multitude of applications that
improve convenience and user experience.

Convenience, security, and a peek into a future where our
cellphones serve as our primary vehicle key are all provided by
digital key technology.

Use cases:

With the certain apps, vehicle owners can remotely check the
battery life, tire pressure, and fuel level of your vehicle.

Customizable permissions let users do more than just unlock
items; they can even start the engine.

Create user profiles with specific access levels.

EZMEOINREILRER B REREES

« BYD Introduces its New Smart Watch with Built-In
Car Key Source: gizmochina

Development stage:

| Y | |

[ [ [ |

Pre-production Launch/ Widely Mainstream
Niche adopted
Timeline to wide adoption:
| | Y |
[ [ [ |
Present 1-3 3-5 +5 years
years years

BMW digital key now compatible with Android
devices. Source: BMW Group
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sBD
What? are the challenges faced in digital key adoption

UWB technology is more precise in calculating the proximity of your smartphone's digital car key. Despite its security benefits, not all cars that are compatible
with digital car keys have implemented UWB technology. Some car manufacturers like Tesla, Hyundai, and Lincoln use digital car keys that rely on Bluetooth
Low Energy (BLE) or Near-Field Communication (NFC) systems. The problem is, it could be a while before most cars are compatible with UWB technology
because it is more expensive to install compared to BLE systems. It goes without saying that cost is a major challenge, however, some of the main technical
challenges that system developers should be asking about are summarized below.

SELECTING A STANDARD

Do OEMs aim for standard compliance or go
it alone? g

(e | The ope:;:: oot be
The main trade-offs are cost Vs security and \ fcomapplemiephone
Interoperability. -

0K

APP AWAKE REPLACING THE KEY FOB

Keeping the app awake so the digital key In the_ long term, OEMs will be considering
can be used without accessing the phone A replacing the key fob. In the short term,

is a challenge and is out of the vehicle - there is an additional upfront cost in
OEM'’s control. ; supplying vehicles with both systems.

12



sBD
Vehicle access trends

OEMs tend to offer Approach and/or passive unlock are premium features. BLE+UWB offers the most secure method of PEPS and approach unlock,
while BLE systems offer the same level of convenience but are generally less secure. Contactless (NFC) systems are generally very secure but less

convenient because the user must handle their smartphone.

Approach
unlock
21%

Contactless
29%

Entry Method

o . percentage of brands with these features, counting the most convenient feature (starting with approach unlock) for each brand.
verview

Hyundai Motors Group has introduced Digital Key 2 touch convivence feature which has cross-platform facility for contactless sharing of digital key
capabilities between smartphones. Kia has added the Digital Key 2 technology to the EV9, offering its users improved consumer convenience and in-car

connection.

Note: Vehicle failure information is not available for all the OEMs 13



Start-ups

sBD

> xPENG L UCID

Overview

« Among the start-up OEMs, Xpeng offers digital key systems across its model range and Lucid offer a more advanced UWB-
powered system.

Key Highlights
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« All the start-up OEMs score poorly for security. However, this is partly due to the lack of information. These items will be
updated in the next revision of this report when more information is available.

« Lucid, Nio and X-Peng score highly in terms of UX and their respective security scores are expected to be above average when
the information becomes available.

« Notably, the Lucid system features BLE+UWB and is compatible with both iOS and Android devices.

Prevents
locking key Range Standards
inside the control compliance
cabin
X v X v v X X v X X
- BLE+UWB TBC Both Both TBC - NF/CCF;Eg”e TBC TBC
X v v v v X X v v X
) Passive NFC phone
NFC IIFAA Unlock Both TBC App only / card Mech Key TBC
X X X X X X X X X X
- - TBC TBC TBC TBC TBC TBC TBC TBC
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Contact SBD Automotive

Do you have any questions? Q9

If you have any questions or feedback about this

research report or SBD Automotive’s consulting services, 9

you can email us at info@sbdautomotive.com or discuss 9 9
with your local account manager below. 9

@ info@sbdautomotive.com

Book a meeting USA UK Germany India China Japan

Garren Carr Luigi Bisbiglia SBD China Sales Team
North America UK, South & West Europe China
garrencarr@sbdautomotive.com luigibisbiglia@sbdautomotive.com salesChina@sbdautomotive.com
SBD +1 734 619 7969 +44 1908 305102 +86 18516653761
Andrea Sroczynski SBD Japan Sales Team
Germany, North & East Europe Japan, South Korea & Australia
andreasroczynski@sbdautomotive.com postbox@sbdautomotive.com

+49 211 9753153-1 +81 52 253 6201
16
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