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ONE TIME

Cyber Security

The Cyber Security Intelligence Guide is designed to raise awareness on the diverse threats and 

vulnerabilities that affect vehicles and connected & autonomous vehicle systems. This report has been 

created to promote a positive security culture within OEMs, suppliers and other key players, with insights into 

the recommended defence and mitigation countermeasures, and to highlight the importance of incident 

response analysis within the industry.

The Cyber Security Intelligence Guide functions as a key foundation in a robust UNECE R155 compliance 

strategy that requires OEMs to continually assess their vehicles against the latest threats and vulnerabilities.

This report is not only aimed at system developers, but it also gives executives a broader understanding and 

insight of risk management and how this should be applied within their organisation and throughout their 

supply chain.

Automotive Cyber Security 
Threat Intelligence Guide
An in-depth analysis of the public white and black-hat attacks on the evolving vehicle 
ecosystem, including technical analysis of hacking methods used and SBD’s proposed 
mitigations aligned with industry best practice and UNECE R155 Annex 5.
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> The primary destination for 
threat intelligence for the 
automotive industry. 

> An in-depth analysis of the 
public attacks on the 
evolving vehicle ecosystem

> Structured to match and 
encourage cyber strategy best 
practices.

> A key foundation in a robust 
UNECE R155 threat 
monitoring compliance 
strategy.

> Can be used as a training 
material as well as a 
knowledge base for analysts 
and engineers

> Drive smarter investments in 
terms of security and enable 
risk-informed decisions
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Introduction

Purpose

Significance

The purpose of this report is to:

• Raise awareness on the diverse threats and vulnerabilities that affect vehicles

• Help OEMs and suppliers evaluate and mitigate the risks to their products

• Provide an input into the threat monitoring process mandated by UNECE R155

An effective threat monitoring system requires OEMs to not only detect vulnerabilities on
their own products using solutions such as IDS, SOC and even bug bounties, but also to be
aware of the threats to competitor products so that the industry as a whole can promote a
positive and open security culture where best practice is shared and on-going
improvements embraced.

This report is not only aimed at cyber specialists, but it also gives senior managers a
broader understanding and insight into cyber risk management and how this should be
applied within their organisation and throughout their supply chain.

• For Cyber Security Teams: The technical information included in this report is intended
to support the risk assessment of vehicles in development and in the field as well as
feeding lessons learned into the security requirements process for future new models.

• For Senior Managers: The key trends and attack summaries are intended to provide an
accessible overview of cyber risks that can result in legal, operational, financial and
brand damage to their organisation and to enable smarter investments in terms of
security and risk-informed decisions.

Objectives

This Cyber Intelligence Guide provides an in-depth analysis of the key publicly-reported attacks on the evolving vehicle ecosystem, including technical analysis of the hacking methods
used and suggested mitigations aligned with UNECE R155 and ISO/SAE 21434. SBD gathers data from a wide range of sources about white and black-hat attacks on vehicles and their
backend systems which is analysed by our experts to produce actionable insights that can be used by OEMs and suppliers as part of their threat monitoring activities.

UNECE 
R155

Cyber Security
Regulation

ISO/SAE 
21434

Cyber Security
Engineering 
Standard

This report helps OEMs to meet the requirement to 
monitor for new cyber threats and vulnerabilities 
as defined in section 7.2.2.2.g and categorised in 
Annex 5 of the regulation.

This report provides specific security goals and 
requirements that OEMs and suppliers can integrate 
into the Concept Phase of their cyber engineering 
processes (chapter 9 of the standard).
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Introduction

Scope

SBD’s Cyber Intelligence Guide is focused primarily on the attack demonstrations and
exploited vulnerabilities that directly affect the vehicle and its backend ecosystem (i.e.
product cyber security):

• The report is designed to be a digest of information with details of relevant and more
recent attacks and not a complete historical repository

• The aim is to include a broad cross-section of damage scenarios associated with a
range of attack targets and not to exhaustively list every example of similar attacks

• Apart from a few historically significant cases, the report will not cover incidents or
attacks beyond the last 5 years

In addition, the report also includes a high-level summary of non-product related attacks
on OEMs, their extended organization and their supply chain.

Sources 
Used

A wide range of source types are used for this threat intelligence report
to increase its completeness and add value, including but not limited to
the following:

• Conferences and security events such as ESCAR, Black Hat, DEF CON,
VDI, SAE and Auto-ISAC

• Attack demonstrations published in academic research papers, blogs
and news articles

• Other online sources such as Social Media/Twitter, Reddit, GitHub and
YouTube

Data 
Selection

All threats and vulnerabilities gathered are added to an internal database
and then a decision-making process is followed to decide which threats
are included in each quarter’s report. To keep this report manageable, a
number of filters are applied such as:

• Attacks older than five years are not included, except if there are very
significant

• Old immobiliser attacks are not included
• Old backend and smartphone related attacks are not included
• Attacks that do not include sufficient information to complete the

analysis are not included

Note: The Cyber Intelligence Guide is a live resource 
that is updated with new information each quarter. 
Research for this edition concluded on the 20th June 
2022. 
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Introduction

How to read this report (1/2)

Attack target & point/interface
Describes the component and interface(s) that were targeted in 
the attack.

Attack vector
Describes if the attack can be performed remotely or if it requires 
physical access to a vehicle, hence providing an indication of 
scalability. 

Attack feasibility
Provides SBD’s subjective measure of the effort required to 
perform the attack by considering the feasibility parameters 
defined in Annex G of ISO/SAE 21434, namely elapsed time, 
expertise, equipment, prior knowledge of the system and window 
of opportunity.

Impact
Provides SBD’s classification of the potential impact for damage 
scenarios relating to each attack based on the categories defined 
in Annex F of ISO/SAE 21434:

Safety - Damage that affects the safety of vehicle occupants, 
other road users and/or the infrastructure
Financial - Direct (liability issues, recalls, penalties) or indirect 
(reputation damage, loss of market share, IP infringement)
Operational – Loss, impairment or degradation of vehicle 
functions
Privacy – Lose of data that is sensitive and/or and be linked to 
a specific road user (PII)

Overview Page

The first page of each threat summary provides a high-level description of the attack, a system diagram to highlight the components involved and links for further information. It also
includes a summary table with SBD’s classification of the items listed below:
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Introduction

How to read this report (2/2)

SBD ASDL Threat Rating
Rates each threat against SBD’s proprietary criteria based on 
feasibility and impact, where critical issues should be mitigated 
immediately and lower ratings are more informational.

UNECE R155 reference
Given the importance of R155 SBD has mapped each threat to the 
list of vulnerabilities in Annex 5 of the regulation as a convenient 
input into OEM threat monitoring processes.

Threat mitigation
SBD’s security experts have analysed each threat to identify a 
recommended mitigation aligned with the terminology used in 
ISO/SAE 21434:

Security goal – A concept-level requirement to protect assets 
against a threat scenario
Security requirement – Description of security controls allocated 
to an item to achieve a security goal
Allocation – Name of part to which the requirements have been 
allocated
Category – Defines whether the requirement affects software, 
hardware or both
CAL (Cyber Assurance Level) – SBD’s suggested assessment of 
the level of rigour required in the product development process 
to address the threat scenario, as defined in Annex E of 
ISO/SAE 21434 (High = 4, Low = 1). The Cybersecurity 
Assurance Level is based on a qualitative impact estimation 
(based on the losses) and the attack vector, see Annex E table 
E.1. 

Technical Details Page

The second page of each threat summary provides a structured technical description of the attack using terminology aligned to ISO/SAE 21434, namely damage scenario, threat scenario,
attack path etc. It also classifies the attack according to the descriptions provided in UNECE R155 Annex 5 and provides SBD’s suggested mitigations, again aligned to ISO/SAE 21434
terminology for easy integration into an OEM or supplier threat analysis study.



10

10

Executive Summary

This report makes use of research and analysis of the known attacks performed on
vehicles, EV infrastructure, their respective backend and their companion apps. The full
data set is contained within an accompanying Excel spreadsheet. Accessing this allows a
look in more detail on specific trends or data points that are of interest.

This report is looking for the latest known attacks and provides the analysis of the attack
impact, threat and mitigations to position the Cyber Security Intelligence against answers
to key questions, and to identify threat trends. The Excel spreadsheet includes all of the
data points analyzed.

How can the accompanying spreadsheet help you go deeper? 

• See all the datapoints presented within the PowerPoint report in a consolidated view

• Utilise pre-set filters to see the most targeted OEMs, the types of attackers and more 

• Utilise the excel spreadsheet as a database to investigate your own queries.

Go deeper with Cyber Intelligence
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Vehicle Attacks

Click For a 
Technical Overview

Discovered by

Published on

Details

Attack Target Attack Vector

Attack Point/Interface Attack Feasibility

Impact

Attack Maturity

Tesla thieves could enrol their own key

Martin Herfurt

8 June 2022

ArsTechnica

BCM Remote

BLE Medium

(Q2 2022)

Martin Herfurt, a security researcher from Austria, discovered a flaw in Tesla vehicles that allowed him to enroll a new smartphone key 

Lack of authentication and superfluous privileges when utilising the NFC card

After a software update, Tesla vehicles changed the way the NFC key card authorisation works, making it easier to operate the vehicle by just 
presenting the NFC key card only once. A 130-second interval is started when the driver presents the NFC key card to unlock and drive the 
vehicle. During this period the vehicle can be started without presenting the NFC key card a second time. The researcher further discovered 
that during the 130-second interval a new smartphone key can be programmed without any secondary authentication or display notification. 

The researcher created his own app that can communicate using the VCSec “language” used by the Tesla App to communicate with the Tesla 
vehicles. By using this app the attacker was able to add an additional smartphone key to be accepted by the vehicle. The attack can be caried 
out as long as the attacker is within the BLE signal range and the user utilises their NFC key card to unlock the vehicle.

The attack appears to affect models 3 and Y.

Tesla

Safety Financial Operational Privacy

Practical Experimental Theoretical

Malicious App 
Smartphone Key 

BLEVehicle

BCMNFC Key 
Card

NFC

https://arstechnica.com/information-technology/2022/06/hackers-out-to-steal-a-tesla-can-create-their-very-own-personal-key/
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Vehicle Attacks

Asset Sub-Asset(s)

Vulnerability Exploited 

SBD ASDL
Threat Rating

1.
Critical

2. 
Important

3. 
Moderate

4. 
Low

5. 
None

References to Threat Description as per UNECE R155 / Annex 5 / Table A1

High Level Sub-Level

Threat Mitigation with Security Controls

Cyber Security Goal
Cyber Security 
Requirement

Allocation
Requirement 

Category

CAL

1 2 3 4

Damage Scenario

Threat Scenario

Attack Path

Description of Attack Methods

Tesla thieves could enrol their own key

Tesla

KeyVehicle

Superfluous privileges given to NFC key card for the type of use, lack of vehicle-side 
authentication while receiving BLE VCsec instructions 

• 6, 15, 16 • 6.1, 15.2, 16.1

Authenticate the BLE 
communications 

The addition of new 
smartphone keys should 
be authorised by the user

Only authenticated 
devices should be able to 
communicate using the 

BLE VCsec

The NFC Key Card shall 
only authorise new 

smartphone key addition 
when the authenticated 
user has requested it 

BCM

BCM

Software

Software

Safety, Financial, Privacy and Operational losses due to theft of/from the vehicle due to 
loss of integrity of smartphone key registration process.

Unauthorised addition of unauthenticated smartphone key 

• User unlocks vehicle using NFC Key card 

• Attacker uses Teslakee app to add a new smartphone key to the vehicle via BLE

• Attacker gains access to the vehicle and steals it at a more convenient time

Attacker reverse engineers the VCsec "language" from the Tesla 
smartphone application

Attacker creates an application(Teslakee) that mimics the way the 
Tesla app would communicate with the vehicle

Attacker uses Teslakee app to add a new smartphone 
key to the vehicle

Attacker waits for use of NFC Key card 

✔

✔

✔
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Vehicle Attacks

Click For a 
Technical Overview

Discovered by

Published on

Details

Attack Target Attack Vector

Attack Point/Interface Attack Feasibility

Impact

Attack Maturity

Airbag Control Units Vulnerability 

Karlsruhe 
University of 

Applied 
Sciences 

29 September 
2017

CVE-2017-
14937

Research

Airbag ECU Physical

CAN High

(Q1 2021)

Researchers from the Karlsruhe University of Applied Sciences discovered an unauthorised detonation vulnerability related to a range of
airbag control units (pyrotechnical control units – PCUs) complying to the ISO standard 26021.

Physical Attack Demonstration - Unauthorised Detonation Vulnerability 

This attack needs physical access to the vehicle OBD-II port in order to carry out the attack. A rogue device can then be connected to the
vehicle which can significantly extend the range of the attacker, meaning the vulnerability can be exploited remotely.

An attacker could brute force or even guess the Security Access code required for the detonation of the airbags.

Airbag

Safety Financial Operational Privacy

CAN

Airbag Control 
Unit - PCU

Diagnostic Tool

Detonation 
Algorithm

Practical Experimental Theoretical

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-14937
https://www.mmt.hs-karlsruhe.de/downloads/IEEM/Schwachstellen/PCU_Vulnerability_Description_HsKA.PDF
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Vehicle Attacks

Asset Sub-Asset(s)

Vulnerability Exploited 

SBD ASDL
Threat Rating

1.
Critical

2. 
Important

3. 
Moderate

4. 
Low

5. 
None

References to Threat Description as per UNECE R155 / Annex 5 / Table A1

High Level Sub-Level

Threat Mitigation with Security Controls

Cyber Security Goal
Cyber Security 
Requirement

Allocation
Requirement 

Category

CAL

1 2 3 4

Damage Scenario

Threat Scenario

Attack Path

Description of Attack Methods

Airbag Control Units Vulnerability 

Airbag

Airbags, OBD-II portVehicle

Use of broken/weak cryptographic algorithm used for the detonation of airbags, in 2014 
vehicles or later. This algorithm was mentioned as an example within the ISO 26021 but it was 

seen as a requirement. This attack can be successful even if the algorithm was not known. 

• 26 • 26.2

✔

Best Practices shall be 
followed for strong 

cryptographic algorithms

Diagnostics shall have a 
limit of failed 

authentication and 
authorisation attempts

Strong authentication 
algorithms shall be used

After 5 failed 
authentication attempts, a 
persistent lock-down time 

of 30 mins shall be 
imposed. 

PCU/UDS

PCU/UDS

Software 

Software ✔

✔

Safety loss due to injury of passengers by wilful detonation of airbag control units
while the vehicle is not moving, resulting to loss of availability.

Unauthorised denotation of airbags, implemented using the algorithm as described on
the ISO 26021.

• Attacker connects physically to the vehicle via the OBD-II port

• Attacker exploits the weak Security Access (SA) algorithm used for the detonation
sequence authentication

• Attacker performs brute force attack on the SA key as it is only 2 bytes long and the
first byte is known as it represents the detonation version parameter (0x01). This
means there are only 256 different key pairs that can be used

• Attacker checks all 256 keys one after another, without any time or other
limitations, until the key is accepted and the airbag detonates

Run Diagnostics Session and Sends UDS Commands 

Get Info Of PCUs And Enable Security Access

Perform Brute Force Attack 

Airbag Detonation 
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Contact SBD Automotive

Contact Us

USA UK Germany India China Japan

Garren Carr
North America
garrencarr@sbdautomotive.com
+1 734 619 7969

SBD Japan Sales Team
Japan, South Korea & Australia
postbox@sbdautomotive.com
+81 52 253 6201

SBD China Sales Team
China
salesChina@sbdautomotive.com
+86 18516653761

Andrea Sroczynski
Germany, North & East Europe 
andreasroczynski@sbdautomotive.com
+49 211 9753153-1

Luigi Bisbiglia
UK, South & West Europe
luigibisbiglia@sbdautomotive.com
+44 1908 305102

Do you have any questions?

If you have any questions or feedback about this 
research report or SBD Automotive’s consulting services, 
you can email us at info@sbdautomotive.com or discuss 
with your local account manager below.

Book a meeting

info@sbdautomotive.com
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